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Our commitment

Goodmill Systems Oy is committed to the security of our products. We welcome reports from security researchers, customers, and the
wider community about potential vulnerabilities in our products and services. We will work with you to understand, validate and
address any reported issue promptly and transparently.

Scope

This policy applies to the following Goodmill products:

Product ‘ Coverage

Goodmill w24h-S2 / w24h-S Multi-channel router — all firmware versions from 3.x onwards. Includes both w24h-S2 and
w24h-S hardware variants.

Goodmill OTA Manager Remote device management platform — all versions in active support
Goodmill Tunnelling Gateway Bonding server software — all versions in active support
[Note — Out of scope] Normal DoS resiliency of the router software is within scope. Volumetric flooding attacks from

the Internet at a scale that would overwhelm any router are out of scope.

Out of scope: social engineering of Goodmill staff or customers; physical attacks; denial of service; spam or phishing; vulnerabilities
in third-party services used by Goodmill (report directly to the vendor); issues already known to Goodmill or previously reported.

How to report

Email security@goodmillsystems.com

PGP key Available on request via the above email address

Language English or Finnish

What to include (1) Description of the vulnerability and potential impact (2) Affected product and version (3)
Steps to reproduce or proof-of-concept (4) Your contact information (optional)

What you can expect from us

Milestone Timeframe

Acknowledgement of receipt Within 5 business days
Initial assessment and CVSS severity rating Within 15 business days
Status updates Every 30 days until resolved

Patch release — Critical (CVSS 2 9.0) 21 days




Patch release — High (CVSS 7.0-8.9) 45 days

Patch release — Medium (CVSS 4.0-6.9) 90 days
Patch release — Low (CVSS < 4.0) Next major release
Coordinated disclosure By mutual agreement — default 90-day embargo

Coordinated disclosure — what we ask of you

1 Give us time to fix the issue before publishing details. We aim to work quickly and will keep you informed of progress throughout.
2 Do not exploit the vulnerability beyond what is necessary to demonstrate it to Goodmill.

3 Do not access, modify or delete data belonging to Goodmill customers or third parties.

4 Contact us first if you are unsure whether a specific action falls within this policy.

What we commit to

1 Work with you to agree a disclosure date before any public disclosure of the vulnerability.
2 Notify you when the patch is released and when any public advisory is published.

3 Credit you in the security advisory (if you wish) — see Hall of Fame below.

4 Not pursue legal action against researchers acting in good faith under this policy.

5 Keep your personal information confidential and use it only for coordinating the response.

Safe harbour

Goodmill Systems Oy will not pursue legal action against security researchers who report vulnerabilities in good faith under this policy,
provided they: avoid accessing, modifying or deleting customer data; do not disrupt Goodmill services or its customers; and do not use
any discovered vulnerability for personal gain or to benefit a third party.

Recognition

Hall of Fame Researchers who report valid, previously unknown vulnerabilities are listed at
goodmillsystems.com/security/hall-of-fame with their permission.

Credit in advisory We will name you in the published security advisory if you wish.

Bug bounty Goodmill does not offer financial rewards at this time.




CRA compliance note: This policy is published in fulfilment of Goodmill's obligations under Regulation (EU) 2024/2847 (Cyber
Resilience Act), Annex |, Part Il, §5. Vulnerability reports may trigger notification obligations to ENISA and the Finnish national CSIRT
(NCSC-FI / Traficom) under CRA Article 14. Document reference: GM-CRA-VMP-001, Appendix A.
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